
SHDC Strategic Risk Report inc Targets
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Critical 
breach of 
ICT security

Attacks are 
happening with 
increasing frequency 
at present. Ransom 
and theft specialists 
are targeting banking 
details and personal 
information, as with 
all other government 
systems and private 
companies 

25

There is a 
comprehensive 
suite of protection 
measures in place 
including email 
filtering, web 
filtering, antivirus 
and windows 
updates which 
help to protect 
from viruses

15 5 3

Following on from 
intelligence received in the 
last quarter regarding cyber 
security threats from 
Russian hackers there have 
been no further alerts or 
concerns in this area and all 
the appropriate mitigation 
has taken place.

The introduction of a 
dedicated Security Analyst 
role will help CPBS continue 
to develop new standards 
and processes to combat the 
increasing threats from 
cyber-attacks.

The business approved ICT 
maintenance windows also 
play a critical role in allowing 
ICT time to implement any 
necessary improvements 
and updates.

Once the above mitigation's 
are fully embedded we 
would like to see the 
likelihood of a breach reduce 
even further.

11 Jul 
2018

4 2
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Medium 
Term 
Financial 
Plan Not 
Delivered

The Medium Term 
Financial Plan 
includes a balanced 
position which is 
dependent on 
delivery of further 
savings

12

There are a 
number of controls 
in place to track 
delivery including 
finance board, 
Performance, Risk 
& Audit Board & 
EMT. PI's are 
tracking variance 
from plan

12 4 3

Mitigation continues 
with a number of 
boards tracking 
progress and 
monitoring delivery of 
the financial plan.

09 Jul 
2018

3 2

Uncertainty 
over future 
government 
funding 
settlement

Government funding 
reductions due to a 
weakening of the 
economy may be 
experienced during 
the period of the 
MTFP 

12

4yr MTFP sets out 
programme to be 
free of reliance on 
RSG by 2019. 
Setting investment 
funds, commercial 
property and 
growth to ensure 
continued income.
Star chamber 
exercises and 
constant forward 
looking reviews 
are now underway.

12 4 3

Risk remains the 
same, as we continue 
to work towards being 
free of reliance of the 
RSG by 2019

09 Jul 
2018

2 2

Impact of 
business 
rate appeals

Business rate 
retention policy 
changes leave the 
council exposed to 
risks on collection 
and baseline 
income. 

20

Financial provision 
has been made to 
cover the risk of 
current appeals, 
collection rates 
and growth

12 3 4

Risk remains slightly 
elevated this quarter 
following the appeal 
that has been lodged 
by NHS services who 
want to see a 
reduction in the 
amount of business 
rates they have to pay. 
The impact of this will 

11 Jul 
2018

2 2
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be evaluated once the 
decision has been 
made.

Failure to 
maximise 
trading 
opportunitie
s

Failure to maximise 
trading opportunities 
could result in lack of 
commercial 
exploitation of assets 
or income from 
trading arms 

9

Governance is in 
place for MTFP 
through EMT, 
finance board and 
Performance Risk 
and Audit Board 
which monitor the 
work towards 
maximising trading
opportunities

12 4 3

Risk score is the same 
as the previous quarter 
with the environmental 
health trading arm 
delivering projected 
income based on the 
business model. 
Commercial Trading 
opportunities are being 
identified where 
possible and looked at 
accordingly.

11 Jul 
2018

2 2

General 
Data 
Protection 
Regulation 
Implementa
tion

With the 
implementation of 
the General Data 
Protection 
Regulation, which 
replaces the Data 
Protection Action of 
1998, there is a risk 
that the council will 
not manage its data 
appropriately and in 
line with the new 
regulations.

16

Monthly meetings 
of the statutory 
information group 
have highlighted 
areas which need 
to be addressed 
and training was 
delivered in 
September for 
managers and 
proposed service 
Data Protection 
leads.

12 4 3

This risk remains 
unchanged at this 
stage as there remains 
a lot of work left to do. 
Much progress has 
been made - especially 
in preparing policies & 
procedures, and in 
preparing privacy 
notices and the 
information assets 
register. We have also 
agree a formal audit to 
commence in 
December 2018.

11 Jul 
2018

2 2
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Impact of 
Homelessn
ess 
Reduction 
Act

The implementation of 
the new act places 
additional burdens on 
SHDC which may 
mean a reduced ability 
within the service to 
adhere to the act due 
to an unpredictable 
increase of persons 
approaching the 
housing options 
service. Capacity may 
be impacted by 
increased volumes of 
homeless applications, 
increased time needed 
to manage each case 
in order to fulfil the 
requirements of the 
new legislation and risk 
that the expansion of 
the duty could lead to a 
serious shortfall in 
available temporary 
housing options to 
accommodate 
homeless individuals 
and families 

12

•         Implementation 
of specialist Jigsaw 
Software to case 
manage under 
provisions of HRA 2017 
•         Increase in 
establishment of 
Housing Options Officer 
in SHDC as part of 
Place Review 
•         Additional 
experienced temporary 
staff from February 
2018 to triage cases 
•         Increase of 
admin support to 
Housing Options Team 
to better utilise 
specialist staff to focus 
on complex cases 
•         Training in new 
duties to be ongoing 
(initial joint SHDC/BDC 
training held in January 
2018) 
•         Utilisation of 
£62k New Burdens 
funding 
•         Identification of 
options within SHDC 
stock 
•         Identification of 
private sector options 
within both districts 
•         Work with 
partners to open other 
potential options 

12 3 4

The risk is being 
reviewed and 
managed on an 
ongoing basis in 
conjunction with the 
Lincolnshire 
Homelessness 
Strategy.

•         The specialist 
Jigsaw Software to 
case manage has 
been fully implemented 
•         Key experienced 
staff have been added 
on fixed term contracts 
- particularly to triage 
as first points of 
contact by triaging 
cases through New 
Burdens Funding 
•  Completion of 
training of all Housing 
Options Officers and 
managers 
• Changes to 
accommodation in 
bringing all housing 
staff together and 
building a customer 
centred focus 

10 Jul 
2018

3 2
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Staff 
recruitment 
and 
retention 
within the 
shared 
services 
arrangemen
t

This risk focuses on 
the recruitment and 
retention of staff 
within the shared 
management 
arrangement 
between Breckland 
and South Holland

12

.        Actively looking at 
methods and channels 
of recruitment with the 
intention of 
incorporating a more 
digital approach as well 
as looking to review 
and reshape our 
rewards packages 
which includes salary, 
staff discounts and 
other benefits such as 
flexible working and car 
allowance.
.        Looking at data in 
depth to help the 
service understand the 
profile of the 
organisation so we can 
see exactly the 
hotspots and act 
proactively
.        Further develop 
organisational values 
and culture through the 
engagement tool kits 
rolled out recently by 
TDP to managers
.        Support new 
starters reviewing the 
onboarding process
.        Supporting 
flexible working through 
advertising it more, but 
also reviewing the 
policies that support the 
different ways of 
working so the 
organisation is up to 
date and current
.        Development and 
career planning- this is 
currently in the draft on 
the talent workstream

9 3 3

We are continuing to 
reshape our talent 
management 
programme to address 
all the issues we have 
with recruitment 
currently, we have also 
improved the way in 
which we approve 
recruitment so we 
have a consistent 
approach.

09 Jul 
2018

2 1
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.        flexible retirement 
options are being 
reviewed as part of the 
talent workstream
.        Building line 
manager capability 
began last year with the 
OD program and 
coaching and 
mentoring now being 
embedded into the 
organisation.
Partnership working- 
identifying which 
recruitment agencies 
and consultants would 
be good to have as 
partners within an SLA.

Staff 
recruitment 
and 
retention at 
all levels 
within the 
organisatio
n

Staff recruitment and 
retention issues 
could undermine the 
effectiveness of the 
organisations though 
loss of experience 
and knowledge 

15

The mitigation for 
key senior posts 
that are vacant or 
serving their notice 
period will be to 
start recruitment 
and find suitable 
interim cover. 

9 3 3

Turnover for May and 
June was highlighted 
as 'red' - over target. 
Turnover was low in 
April and within target.  
Over the quarter there 
were 9 leavers, this is 
the lowest number of 
leavers since this time 
last year HR analysis 
shows no patterns for 
reasons for leaving 
and reasons are 
varied.

11 Jul 
2018

2 2
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Impact of 
County 
Council 
Budget 
Reductions

Impact of County 
Council Budget 
Reductions. This will 
potentially impact on 
resident wellbeing. 

9

Ensure that Place 
directorate are 
involved early in 
conversations to 
represent the 
council and its 
residents

9 3 3

County council 
budgets continue to be 
under severe pressure 
and we continue to 
monitor this.

09 Jul 
2018

2 2

Failure to 
deliver 
financial & 
non-
financial 
outcomes 
of the 
approved 
Welland 
Homes 
business 
plan

Failure to deliver 
financial & non-
financial outcomes of 
the approved 
business plan has 
implication in areas 
which include Legal, 
reputational and 
Financial. Risk also 
refers to capacity 
and expertise in the 
organsation to 
deliver the housing 
development 
requirement for both 
the HRA and 
Welland Homes.

8

Mitigations as 
follows;
• Revised 
governance including 
strengthened terms 
of reference. 
• Improved 
communication on 
Council policies to 
the WH Board. 
• Increased 
operational capability 
and capacity within 
Council to support 
future programmes 
and WH Board of 
Directors. 
• Permanent 
Housing 
Development 
programme manager 
• Positive Audit 
• Established 
methodology for 
assessing schemes 

9 3 3

No change to score for 
this quarter as we 
continue to deliver to 
the business plan. In 
June of this quarter 
there has been 
slippage in rent 
collected on one 
property, Ark have 
advised us of the late 
payment and the 
executive manager 
has been made aware, 
the payment will be 
sent through as soon 
as it is available and 
there are no issues 
highlighted at this time 
but rent collection will 
continue to be 
monitored.

11 Jul 
2018

2 2
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Contracts 
Monitoring

This risk covers the 
councils monitoring 
of contracts with 
external partners to 
ensure 
arrangements are 
financially secure 
and performing

16

.        Regular 
monitoring of 
contracts
.        Regular 
communication 
with external 
partners and 
stakeholders
Keep up to date 
with external 
changes with 
partners

9 3 3

The contracts team have 
sourced strategic supplier 
updates from central 
government which detail 
any changes in business 
strategy, financial stability 
or shareholder activity 
which could de-stabilise 
the companies. This 
focuses on the major 
outsourcing providers (eg 
Serco, Capita, G4S)

The team also ensure 
that all strategic contracts 
procured undergo 
through supplier 
appraisal before the 
award of contract, which 
can be refreshed on an 
annual basis where 
necessary.

The likelihood of this 
happening on one of our 
major strategic contracts 
remains unchanged 
given recent financial 
issues in the sector for 
companies such as 
Carillion and Capita. The 
potential impact also 
remains the same.

11 Jul 
2018

2 3
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CPBS 
Failure to 
deliver core 
services

CPBS Failure to 
deliver core services 
- 
HR/IT/Finance/Reve
nues & Benefits 

12

Number of 
Governance 
processes in place 
including 
monitoring of 
performance in 
performance, risk 
and audit board. 
CPBS also has its 
own board with 
governance.

8 4 2

Regular meetings are 
being held with the 
Service heads at CPBS 
between both the client 
lead and service 
manager, to manage any 
performance issues.

SLA's are currently being 
agreed for the current 
year.

Reviewed performance 
standards have been 
agreed and signed off for 
the coming year to align 
with the corporate plan.

Most elements of the 
service is functional, 
however there have been 
a number of audit reports 
with low assurance and 
one with no assurance 
that give cause for 
concern, we continue to 
monitor this and address 
any issues that arise.

 

11 Jul 
2018

2 2

Failure to 
deliver the 
council's 
Corporate 
Priorities

Would lead to 
missed targets and 
failure to deliver 
objectives and may 
result in the Council 
suffering reputational 
damage and a failure 
to deliver priorities to 

4

Corporate Delivery 
Plan sets out how to 
acheive corporate 
plan and this is 
under pinned by 
individual service 
plans and these are 
monitored at 

4 2 2

Risk remains unchanged as 
the Corporate improvement 
and performance team 
continue to monitor and work 
with staff towards achieving 
the corporate priorities. The 
performance risk and audit 
board continues to be held 
monthly to address any 
areas of poor performance 

09 Jul 
2018

2 2



Title Description
Original 
Score Controls/ 

Mitigation
Current Risk 
Score Impact Likeli- 

hood

Trend 
(last 
qtr)

Latest Note
Latest 
Update 
Date

Target 
Impact

Target 
Likelihood

residents. Perfromance, Risk & 
Audit Board monthly

should they arise.

Failure to 
deliver 
Local Plan 
and its 
Delivery 
Plan

Failure to deliver 
Local Plan and its 
Delivery Plan - 
reputational and 
financial risk due to 
possible Secretary of 
State intervention. 
there is also a new 
risk emerging due to 
New Homes Bonus. 

8
Dedicated senior 
officer and EMT 
support to deliver 
the local plan

4 4 1

The Local Plan 
Examination in Public 
remains in progress. 
The proposed main 
modifications to the 
Plan have been 
agreed by the Joint 
Committee for 
consultation which is 
due to take place 
between 16th July and 
28th August. The 
examination is 
significantly advanced; 
however, until the 
Examiner has issued 
her final report to the 
Joint Committee it is 
appropriate for the risk 
rating to remain 
unchanged at this 
time.

09 Jul 
2018

4 3

Failure to 
effectively 
implement 
corporate 
business 
continuity 
plan

Failure could lead to 
an impact on 
delivery of services, 
loss of IT systems, 
ineffective 
communication or a 
failure to provide 
suitable premises 

4

Working jointly 
with County to 
have business 
continuity post. 
Each team has a 
plan reviewed 
annually

3 3 1

No change to 
Impact/Likelihood.  The 
current work programme of 
the Emergency Planning 
Officer is focused around 
progressing the business 
continuity plan for all 
services to ensure they are 
fully up to date and this 
progress will be reported on 
at the the next Emergency 
Planning Group at which 
point the risk can be revised 

12 Jul 
2018

3 1
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depending on the progress 
made.

 


